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Diverse and highly-developed mobile services will arise on next generation wireless
networks. Users on the networks will have to securely manage a lot of credentials in their mobile
terminals. It is necessary to provide a secure and easy-to-use framework for managing
credentials independent of mobile terminals. In the New Generation Mobile Network Project, we
have designed a secure service framework that separates credentials from a mobile terminal
and stores them into a tamper resistant smartcard. This paper describes an overview of the

secure service framework and its prototype implementation.
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132} pompute ExpTime=Curt Tise+ Valid Term
3 enempuse By @8 By

(34} comprute THus = MK, By 8 1t | ExpTime)
(35) compute SEKrw, THas | Uid | ExpTime)
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(27) BELECT_AFP A2 compute MERm. Sid | Curt Time)
(28] sered FIEKr, Sid | CurtTime)
(25} roowive MEKre. THus | Uid | ExpTime)
oW {300 docryg. MERme. Than | ExpiTimeh
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MAHEERIE. EH5b 5ms At RoTHDY,
MERR RS T3 % T TOHEN IR DU
£EhE 80 ms 2722 v,

—J5. FEEMA IC A — F o H@ g 5,
Ny V2 BB ENEN 100 ms Btk & o
THEY, HBRZEI R TTL2ETOIC A—FD
JLERRER O GFHE 1100 ms # & 225 720

MERRZTET 0 b 2V OR TR HBERZHPL LT
WBEINE. HRZEREL =y b2 A L@ E TS
ThHY., #EmKE IC #— FEoMDEHIZS
S DY 300 ms 2R TWD, HEREEIRT
T % F TOMBRMDOEGEHE 2600 ms HTH D .
WK & HEBRZE L = » b [ @ Bluetooth #13
BRIV EAY 75T WS, 12721, 2 TRX
7ok 9z, #ER AR AR IC H—FVY —%
LB Y 2R TIE. S o ER IR
T&5L9H1%h%,

So7a by 4 7HEETIE. HRZET T b
N R IBREESROAREHOTHIR L2720,
FIHZEORENZ R DR OWEED R T 3 —< ¥
ADFEBTET . LI LA, HREGEOHT
FHFEIA L7270, AR LR wRikE 7
O haNEERT LD, @R SR E
i U CRHERAA AR B A BN 5 R 2 FIH
TLLENDH Y MM IC H— FOBRET)
M EALE L 25T %,

5 HDYIC

Al Tid, KMAOMREA v b7 —2 ETRA

CAD N7 —2 Y REFfiER

AT E 6

i w§tms] |

generate R;
2ot K 1]
compute ifKpy. Ri)
verify MKpy, Ri)

c R

vml’?ﬂ m,liz)

compute Ry B R,

compuiie EKpy=h{Kpsy, R) @ Ra)

create SlistMT
compute £l A

S ERK st SLISIMT)

compute EKpy=h{ K, R, @ Ry)

decrypt E(EK y, SListMT)

get Curt Time

et Koy

computL EKpy={Kpy, Ry DRy
EK s, Sid [| CurtTime)

check CurtTime

compute ExpTime=CuriTime+ValidTerm
compute R %R;
compute TKys=h{Kps, Ry & R Ex'ﬁm:
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[ — 5 E RN
= Atem ic H— Folan
| RLinEe

POFEEDF TN, W — Y R BB & BT
57200, ¥F2TH—EATL—LT—FIID
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TV, FHEDH S OHERREHZ W L
7oA IC 1 — F oA ZHL, ShIEET
%5 DYKEMEREHEIZ L > TIFWIT S~
VFI5A4ZALTHHTESL L) B+ 7 A5
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