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4-2 A Load Balancing System for Mitigating DDoS Attacks
using Live Migration of Virtual Machines
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Recently, rapid advances of CPU processor make it possible to provide illusion that several
operating systems is running at the same time, in multiplex way. Particularly, transferring
virtualized OS technology called live migration, which moves virtual machine from one physical
machine to another is promising technology for effective resource utilization and load balancing.

In this paper we propose a system for mitigating and protecting DoS (Denial of Service)
attacks using live migration of virtual machine. In proposed system, we apply virtual machine
monitor and modify the operating system which is virtualized. Then, we illustrate the detailed
countermeasure for DoS attacks using live migration.
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