OSSO SR EE RTIE T -3

2 A2V hXIRET

2 Network Security Incident Response Technology

2-1 ‘(:/5/5321|‘ﬁ3$ﬁ1221£7-|1h:tEH'0DﬁF§EEﬁ I

HEI=

2-1 Overview of R&D Activities on nicter

oy iyl TINANEN

BN IR
NAKAO Koji and INOUE Daisuke

=
=

Ca =

A28—2y NORBERALT. IO 17%2I3L0DETHEX2Y T+ LOERIIEEL - 158
it THY, BELTHEBRI—TFICE>THBNEEX 2V T 12T MEFIEEILTY
3, FHREEEX1VTFARE 24— A>T MRAERIN—TTE, 120 4—F v P ETHA%
592XV T1M>IT O baRRICIEBEL. TORKERERAT S, 10T > bt
> % — nicter (Network Incident analysis Center for Tactical Emergency Response) DI F % E &
T&7o ARTIE. nicter D2FEKEMHBT2EEDIC. TORKELDI XY NT—VHHE - FIEHTR
VIV 1 7 BEBEAENT. SS5ICFhSA2RASETEFXF AT A1V TF 2 NORRSEEFIREICT
AR TEATIC OV TEIE T 5,

The Internet has faced various security threats ever since it became widespread. The
malicious activities of malwares are spread all over the Internet and often lead to serious
security incidents that can cause significant damages to both infrastructures and end users.
There are two main approaches to fight against malwares: macroscopic (i.e., network
monitoring) and microscopic (i.e., malware analysis) approaches. We have developed the
Network Incident analysis Center for Tactical Emergency Response (nicter), which integrates
both the macroscopic and microscopic approaches in order to promptly grasp the malicious
activities and their root causes. In this paper, we describe a whole overview of the nicter and its
sub-systems: macro analysis system, micro analysis system and macro-micro correlation
analysis system.
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Security incident, Network monitoring, Malware analysis, Correlation analysis
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