OSSO SR EE RTIE T -3

2-2 197 bMthtey—nicter DI AT
LRE EHERAH

2-2 An Incident Analysis Center “nicter” and its Social

Commitment
BRI SR — BB
ETO Masashi and TAKAGI Yaichiro
g5
128—2y P ETCRAUNEHSHEEEE>TWD, Iz 7&2F0ELESEESEEEXaAUT 1

AT MU, EESIEEA VT2 Mt 2 — nicter DIARER EHEL TUL S, nicter (3.
LEERy NT—V8BICE2M > 2—% vy FRFOKBEREICET 2 —H T, ARELETILY LT
BREORELRLHEBIREITV. ChOoDREIPSA > F—XY NETRELEAC DT FOER
ERET SV /O0-37OHEBEIMTEHFICER T THEEL 2. FRTIE. nicter 2R T2 &> K—
X MDY AT LREIEFRT B, £/, nicter BEVZOREFATIE. LS LEHBETOHMSER
PEHSNTHY., ThSDEFICOVTEHRBNT 5.

We have been developing the Network Incident analysis Center for Tactical Emergency
Response (nicter), whose objective is to detect and identify propagating malwares. The nicter
mainly monitors darknet, a set of unused IP addresses, to observe global trends of network
threats, while it captures and analyzes malware executables. By correlating the network threats
with analysis results of malware, the nicter identifies the root causes (malwares) of the detected
network threats. This paper describes the system architecture of each component in nicter.
Additionally, this paper reports the achievements of the nicter and its derivational systems that
have been practically introduced to other organizations as an actual social commitment.
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