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2-4 Clustering and Feature Selection Methods for Analyzing Spam
Based Attacks
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In recent years, the number of spam emails has been dramatically increasing and spam is
recognized as a serious internet threat. Most recent spam emails are being sent by bots which
often operate with others in the form of a botnet, and skillful spammers try to conceal their
activities from spam analyzers and spam detection technology. In addition, most spam
messages contain URLs that lure spam receivers to malicious Web servers for the purpose of
carrying out various cyber attacks such as malware infection, phishing attacks, etc. In order to
cope with spam based attacks, there have been many efforts made towards the clustering of
spam emails based on similarities between them. The spam clusters obtained from the
clustering of spam emails can be used to identify the infrastructure of spam sending systems
and malicious Web servers, and how they are grouped and correlate with each other. Therefore,
we propose an optimized spam clustering method, called O-means, based on the K-means
clustering method, which is one of the most widely used clustering methods. By examining
three weeks of spam gathered in our SMTP server, we observed that the accuracy of the
O-means clustering method is about 87% which is superior to the previous clustering methods.
In addition, we define new 12 statistical features to compare similarities between spam emails,
and we propose a feature selection method to identify a set of optimized features which makes
the O-means clustering method more effective. With our method, we identified 4 significant
features which yielded a clustering accuracy of 86.33% with low time complexity.
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