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3-2 Data Mining over Network Streams
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Network monitoring and analyzing systems (NMASes) have been playing an active roll for
preventing cyber attacks and providing practical and proactive defense against emerging
threads over the Internet. This paper provides an overview of the TraceBack Network ANalyzer
(TBNAN), which uses a suite of data mining based algorithms to address different aspects of
cyber security and facilitate network management. The various components of TBNAN such as
the statistical classification engines, anomaly detectors, and data clustering modules, could
help to illustrate the status of the monitored network as well as detect different types of attacks
and intrusions against the network. Our analysis shows that the functionalities implemented by
TBNAN are complementary to those of traditional signature based systems, implying that the
both of them can be combined to enlarge the toolbox of a network administrator for efficient
cyber threat and network incident countermeasure.
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