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3-6 Toward Realizing Privacy-Preserving IP-Traceback
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The IP-traceback technology enables us to trace widely spread illegal users on Internet.
However, to deploy this attractive technology, some problems have been remained unsolved.
One of the biggest issues among them is the privacy problem. That is, there is a possibility of
tracing not only the illegal users but also the legal ones.

In this paper, we show, by using the modern cryptography, the solution to the above
problem. Especially, the effectiveness of our oblivious symmetric encryption to the privacy-

preserving |IP-traceback is introduced.
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