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Cryptography is fundamental technique to achieve security property in information systems.
It is not only used alone, also used as combinations of cryptography and communication in
communication protocol. Thus, methods for verification of cryptographic protocols and setting
security levels become important research. Then they also requested to be done by global
collaboration and used through standardization to achieve international consensus. This article
describes standardization activities and international collaborations in researches on
cryptographic protocols in the second mid-term plan.
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T3. Set Y’ « &'||8'.

~—* T4 Send Y'.

RFID tag authentication part
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§7. if ' = Bi-1 accept and set dy + 1,

S8. otherwise set dy « 0.

89. IF dy = 1 and B’ = f3;,

compute Z = Hy(skip,:, D, i, X, ').

$10. IF dy =1 and ' = fi—1,

compute

Z= HI(Sle.:‘—hID:?; -1, X1a’)'
S11.IF dy =0

rnd & {0,1}", set Z « Hy(rnd).
512. Send Z.

Key update part
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S14. and set skip,i—1 + skip,i,
S15. and set skip,; + 8,
S16. and set i « i+ I,
S17. otherwise keep the status.
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Server authentication part
T5. Compute

Z' = H\(skp.ir, 1D, 7, X, ).
T6. IF Z’ = Z, set dz « L.
T7. Otherwise,

set dz + 0 and reject.
Key update part
T8. IF dz = 1, compute

8= Ha(skm',-:, |D, i’),
T9. and set skip,ir + s,
T10. and set i i’ +1,
T11. otherwise keep the status.
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