OSSO SR EE RTIE T -3

4-8 BHEREtEFa1UT«

4-8 Electromagnetic Security

55 %
TANAKA Hidema

£

AR TI3I 2006 FEHD S 2009 FEICEF 2 VT BB IV —TTIThhABHEEX 21U T 1« O
REDEBNT . BHEBEEX 2V T s OREOENIE20H 5, 1 DI3EBEENL TRRT 2155
BE2REHITFEOEKE. £ 120 Z0EHICKHT 2N ERHMOMRETH 2. BRI IIEHREORE
BHICOVWTIE, EFEERICH T IRERFTELREHGIFEELALL, FARTREFICT « X7
LAICKRRENEHRORRISER L 1=,

ChiZ—#ZICTEMPEST EMEIEhTWS, WEREMELTEY T by 2 7 TEIRTZ % TEMPEST
SRFEMEREL 2. ChIETEMPEST 74> FEFITh, R EEEZSLEEL LAV, ZhIZEEL
TRINF v —EICHTBEZITTVRERESI N, REWIICE, ITU-TICSVWTRAEEREZ BED
BFHEEMNREMORBHT 2 EF2UT 1 LANIICEL TEE(REITT- 1

In this paper, we show the activity of research on the security analysis of electromagnetic
emanation (electromagnetic security) between 2006 and 2009 in Security Fundamentals Group.
The activity of electromagnetic security has two purposes; the development of evaluation
method of amount of information leakage via electromagnetic emanation and the development
of countermeasures against such threat. We proposed the evaluation method applying the
estimation method of channel capacity of continuous channel. In particular, we focused on the
threat of information leakage displayed on the monitor. Such threat is called as TEMPEST in
general. And we developed the countermeasure on software (TEMPEST fonts) and it does not
needs any devices. We move the technology to the venture company and they have
commercialized it. At last, we successes the standardization of both of estimation method of
information leakage and security level of countermeasure in ITU-T.
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